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NetApp Cyber Resilience

Solutions Fundamentals

Delivery: Web-based training (WBT) Duration: 1 hour

Course Description

Gain an in-depth understanding of NetApp® Cyber Resilience solutions, focusing on essential security practices and
technologies. Understand how NetApp ONTAP® software enhances storage security through least-privilege access
controls, encryption, retention, and data integrity mechanisms. Explore ransomware resilience and robust backup and
recovery strategies. Additionally, learn about disaster recovery solutions to ensure business continuity and data
protection in the face of potential cyberthreats.

Role

e Administrator, engineer, architect, and operator

Prerequisites

o Working knowledge of NetApp storage solutions

e Introduction to NetApp Console

Objectives

This course focuses on enabling you to do the following:
e Learn about NetApp ONTAP built-in data security

¢ Understand NetApp Ransomware Resilience

e Investigate NetApp Backup and Recovery

o Explore NetApp Disaster Recovery

Course Content
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This course includes the following modules and lessons:

Modules Lessons

o NetApp ONTAP built-in data security

Module 1:
Secure by design e Least-privilege access controls
e Encryption
e Retention
o Data integrity
Module 2: o NetApp Ransomware Resilience

NetApp Ransomware Resilience

Module 3: ¢ NetApp Backup and Recovery

NetApp Backup and Recovery

Module 4: ¢ NetApp Disaster Recovery

NetApp Disaster Recovery
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