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Introduction to NetApp Cyber 
Resilience Solutions 

     

 

    Delivery: Web-based training (WBT)                    Duration: 10 minutes                      

 
Course Description 

Learn about the importance of data security and cyber resilience. Explore the National Institute of Standards and 

Technology (NIST) Cybersecurity Framework. Review the NetApp® cyber resilience solutions for on-premises and 

hybrid multicloud environments. Discover the value of NetApp solutions in effectively protecting your valuable data 

assets against cyberthreats. 

Role 

• Administrator, engineer, and architect 

 
Prerequisites 

• Basic understanding of IT concepts, cyberthreats, and cybersecurity 

• Introduction to ONTAP 

• Introduction to NetApp Console 

 

Objectives 

This course focuses on enabling you to do the following: 

• Articulate the importance of data security and a robust cyber resilience strategy 

• Understand the relevance of the NIST framework to strengthen cyber resilience 

• Identify the cyber resilience solutions offered by NetApp 

• Outline the value of NetApp for cyber resilience 
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Course Content 

This course includes the following modules and topics: 

Modules Topics 

Module 1:  
Strengthening cyber resilience with NetApp 

• Industry view of security at the storage layer 

• Why backups alone fall short 

• Understanding today’s cyberthreats 

• What is cyber resilience? 

• NetApp’s approach to data security 

• Comprehensive data security 

Module 2:  
Preparing a cybersecurity strategy 

• The NIST Cybersecurity Framework 

• Strengthening your defenses 

Module 3: 
Securing on-premises systems with ONTAP cyber 

resilience 

Securing on-premises systems 

Module 4: 
Securing hybrid multicloud environments via  

NetApp Console 

Hybrid multicloud security using NetApp Console 

Module 5: 
The NetApp Value 

• Benefits 

• Real-world impact: Industry success stories 
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