NETAPP LEARNING SERVICES

Cloud Insights: Cloud Secure

Course Description

Using a series of short videos and self-paced hands-on exercises, this course enables you to configure Cloud Secure to
protect your data from ransomware and insider threats through early detection and automated responses. You learn how
to identify a potential attack, run a data breach incident investigation, and access the Cloud Secure API.

Audience

Administrator, Operator, Architect

Prerequisites

A basic knowledge of cloud computing is recommended.

Objectives

This course focuses on enabling you to do the following:

Configure NetApp® Cloud Secure

Configure automated response policies

Manage Cloud Secure alerts

Use forensic data to analyze user activity and generate audit reports

Explore the Cloud Secure API



Course Content

This course includes the following modules, lessons, and exercises:

Module

Module 1:
Cloud Secure Overview

Lessons

Define Cloud Secure

Exercises

None

Module 2:

Configure Cloud Secure

Cloud Secure components

Deploy an agent

Configure a user directory collector
Configure a data collector

Check SVM even rates

Configure Cloud Secure

Module 3:

Manage alerts and
automated response

Configure response policies and
notifications

Manage alerts

Manage alerts and automated response
policies

Explore the Cloud
Secure API

Use the Swagger interface to explore the
Cloud Secure API

policies
Sl Examine forensics data to audit user
Module 4: activity Examine forensics data to audit user
i . . activity
Forensics Video: A simulated ransomware attack
Module 5: Create an API access token

None
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