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ONTAP Cybersecurity and  
Compliance Administration 
 
 
 
 
   Delivery: Instructor-led training (ILT)                Duration: 2 days               

Course Description 

Discover the key essential security and data protection features of NetApp® ONTAP® data management software. 

Through hands-on exercises, learn how to proactively strengthen storage system security, manage encryption keys, 

implement NetApp Storage Encryption (NSE) and NetApp Volume Encryption (NVE), and configure SnapLock® 

software for data retention. Also, gain insights into how to detect and mitigate ransomware attacks by using NetApp 

ONTAP Autonomous Ransomware Protection with Artificial Intelligence (ARP/AI), and learn how to protect an 

environment against ransomware using the NetApp Ransomware Resilience™ solution. 

Role    
 
 Administrator, engineer, architect, operator 

 

Prerequisites 
 
 Introduction to NetApp Cyber Resilience Solutions 

 NetApp Cyber Resilience Solutions Fundamentals 

 

Objectives 

This course focuses on enabling you to do the following: 

 Examine the integrated security and data protection features in NetApp ONTAP data management software 

 Identify the guidelines to proactively strengthen the security of data and information on an ONTAP storage system 

 Illustrate how NetApp Storage Encryption (NSE) delivers full-disk encryption (FDE) using self-encrypting drives 

 Demonstrate how NetApp Volume Encryption (NVE) employs a software-based approach to encrypt and protect data 
on any disk type 

 Outline the methods available for managing encryption keys 

 Explain the architecture and deployment of SnapLock software 

 Detect and mitigate ransomware attacks using Autonomous Ransomware Protection with AI (ARP/AI) and the NetApp 
Ransomware Resilience service 
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Course Content 

This course includes the following modules, lessons, and exercises: 

Module Lessons Exercises 

Module 0:  
Welcome 

 Course agenda  Checking the exercise equipment 

Module 1:  
Security concepts 

 Security threats 

 Security standards and regulations 

 Security defenses 

 Zero Trust 

 Using the Active IQ Unified 
Manager security dashboard 

Module 2:  
NetApp ONTAP management 

security 

 Security certificates 

 ONTAP authentication 

 Role-based access control 

 Multifactor authentication 

 Applying least privilege access 
control 

 Configuring dynamic authorization 

 Configuring multi-admin verification 

Module 3:  
NetApp ONTAP network 

security 

 Network security 

 Network security service policies 

 Network security securing data in 
flight 

 Segregating network traffic 

 Securing data in flight 

Module 4:  
NetApp ONTAP storage  

security 

 Encrypting data at rest 

 Key management 

 NetApp Storage Encryption 

 NetApp software encryption 

 Encrypting a volume 

 Deleting data securely  

Module 5:  
NetApp ONTAP data  

retention 

 SnapLock Compliance software 

 Managing SnapLock volumes 

 Protecting SnapLock volumes 

 Configuring SnapLock Compliance 
software for file retention 

 Using the privileged delete feature 
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Module Lessons Exercises 

 Advanced SnapLock features 

Module 6:  
NetApp ONTAP data protocol 

security 

 Securing in-flight SMB data 

 SMB user authentication 

 SMB user authorization 

 Active Directory features 

 Storage-Level Access Guard 

 Multiprotocol access 

 Managing access to NAS shares 

 Configuring Storage-Level Access 
Guard 

Module 7:  
Protecting workloads 

 Data integrity 

 Malware and antivirus protection 

 FPolicy 

 ONTAP Autonomous Ransomware 
Protection 

 Ransomware Resilience 

 Ransomware protection for NAS 
workloads 

 Ransomware protection for SAN 
workloads 
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